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The new future of LBS
ÅMoving from professional to consumer space

ÅConsumer LBS are live, social, game-ified apps

ÅThey need location to give context for decisions

ÅBUT: a complex personal data trail is accumulating

óFree Parkingô

UK TravelOptions

MyTown



The top 5 digital privacy concerns

ÅStorage of personal information in databases

ÅImproper access to personal information

ÅPersonal information reuse in a new context

ÅIntroduction of errors in stored personal information

ÅStorage of tracking and surveillance data
Junglas et al. (2008) EJIS

Each of these processes involves a privacy transactionas 
personal information is stored, accessed, movedor modified



Digital privacy transactions
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ÅIf we look at the privacy in a data transaction



The dangers of a privacy dystopia

Users must be able to reject a privacy transaction without 
harm or a disbenefit, while ideally still having some service

ÅStrong security on records

ÅRobust authentication of access

ÅTraceable transfers

ÅValidation of information used for inferencing

We do not see strong enough protection at present to build 
public confidence, and so many services cannot/will not grow



Location as a case in point

ÅLocation information is collected by most social networking, 
photo sharing and sat-nav products

ÅSpyware that captures location from cellphones has been 
demonstrated

ÅBrief access to phones/ email allow location sharing to be 
enabled

ÅLocation data is not verified or encoded

Å{ŜǊǾƛŎŜǎ ŎǳǊǊŜƴǘƭȅ ŘƻƴΩǘ ǾŀƭƛŘŀǘŜ ŦƻƻǘǇǊƛƴǘǎ ƻǊ ōŜƘŀǾƛƻǳǊǎ

ÅBUT: Need to be able to reject the transaction in various ways



Rejecting location transactions

ÅCloaking location- taking services from the network but not 
reporting location back

ÅPseudonimity- decouple identity and access, allow multiple 
identities and in extremis, deniability on user side

ÅKeep location on the device- various embedded devices

OR

Åtǳǘ ǘƘŜ ŎƻƴǘǊƻƭ ƻŦ ƭƻŎŀǘƛƻƴ ōŀŎƪ ƛƴǘƻ ǳǎŜǊǎΩ ƻǿƴ ƘŀƴŘǎ



Location management

ÅCapture location streams

ÅStore and map location

ÅShare location

ÅOne of the fastest growing 
areas of LBS

ÅUse cases in sport, leisure, 
lifelogging etc



Positioning challengesWifi Access points (blue)

Cellular positioning (green)

GPS track (red)



Verification challenges

ÅVerification- need verified 
location to ensure quality is 
ǊŜŎƻǊŘŜŘ ŀƴŘ ΨƭƛƪŜƭƛƘƻƻŘ ƻŦ 
ǇǊŜǎŜƴŎŜΩ ƛǎ ǎǘƻǊŜŘ

ÅGPS quality can be 
recorded and predicted

ÅWiFi positioning can be 
quality assured

ÅNote: current location 
services  do not expose 
their method or metadata 
ό{ƪȅƘƻƻƪΣ !ǇǇƭŜΣ DƻƻƎƭŜΧύ



Security challenges

ÅTheft of phone- need client-side encryption

ÅInterception of communications- need secure 
transmission ie https

ÅHacking of the server side systems- need 
highly secure servers



Power management challenges

ÅGPS use requires lots of power- need battery 
management

ÅWiFi uses lots of power- need to be switched 
on intelligently

Å¦ǎŜ ƻŦ ǎƳŀǊǘǇƘƻƴŜ ǎŜƴǎƻǊǎ ǘƻ ΨǿƛƴŘ-ǳǇΩ ŀƴŘ 
ΨǿƛƴŘ-ŘƻǿƴΩ ǊŜǎƻƭǳǘƛƻƴ ƻŦ ƭƻŎŀǘƛƻƴ ǎŜƴǎƛƴƎ



Location management market
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First Location Bank



Location management broking 

ÅFLB is your location broker

ïCollect

ïStore

ïShare as per your instructions

ïCo-monetise with user consent? 



FLB map interface



FLB location broking

ÅCollect positioning metadata

ïLocate via all streams: GPS, WiFi, CellID

ïCalculate accuracy metrics for all streams

ÅIdentify locations

ïtƻǎƛǘƛƻƴǎ ȅƻǳ ƘŀǾŜ ōŜŜƴ ΨŀǘΩΣ ƴƻǘ Ƨǳǎǘ ǇŀǎǎŜŘ ǘƘǊƻǳƎƘ

ïAllows the segmentation of the location stream

ÅMatch locations to places

ïTag your locations

ïAuto-check in



FLB account interface



FLB power monitoring



B2C FLB proposition
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User testing February 2011



Reactions


