Launching the First Location Bank:
a new approach to location
privacy




The new future of LBS

A Moving from professional to consumer space

A Consumer LBS are live, social, gafieel apps

A They need location to give context for decision:
A BUT: a complex personal data trail Is accumula
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The top 5 digital privacy concern

AStorage of personal information in databases
Almproper access to personal information

APersonal information reuse in a new context
Alntroduction of errors in stored personal information

AStorage of tracking and surveillance data
Junglas et al. (2008) EJIS

Each of these processes involvgwi@acy transactiomas
personal information is stored, accessathvedor modified
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Digital privacy transactions

A If we look at the privacy in a data transaction
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The dangers of a privacy dystopi

Users must be able to reject a privacy transaction without
harm or a disbenefit, while ideally still having some service

AStrong security on records

ARobust authentication of access

ATraceable transfers

AValidation of information used for inferencing

We do not see strong enough protection at present to build
public confidence, and so many services cannot/will not gro\
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Location as a case In point

Al ocation information is collected by most social networking
photo sharing and satav products

ASpyware that captures location from cellphones has been
demonstrated

ABrief access to phones/ email allow location sharing to be
enabled

Al ocation data is not verified or encoded
Al SNIDAOS&a OdzNNBylfeée R2y Qi O
ABUT: Need to be able to reject the transaction in various w:
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Rejecting location transactions

ACloaking locatiortaking services from the network but not
reporting location back

APseudonimity decouple identity and access, allow multiple
identities and in extremis, deniability on user side

AKeep location on the deviegarious embedded devices
OR

At dz 0KS O2yiUNRE 2F 20 0A2
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Location management

A Capture location streamsB
A Store and map location [§
A Share location

A One Of the faSteSt grOWIn Maverick
areas of LBS odf

. . : ?‘;a
A Use cases in sport, leisur l S °sa>
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wiiaccess points ey P OSITIONING challenges
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Verification challenges

AVerification need verified
location to ensure quality i<
NEO2NRSR | YR
LINBEASYOSQ Aa
AGPS quality can be
recorded and predicted
AWIiFi positioning can be
guality assured

ANote: current location
services do not expose

their method or metadata i
o{1éeKz221z2 !LIIJSSE D223t




Security challenges

A Theft of phone need clientside encryption

A Interception of communicationsieed secure
transmission ie https

A Hacking of the server side systemsed
highly secure servers




Power management challenges

A GPS use requires lots of powaeed battery
management

A WiFi uses lots of poweneed to be switched
on intelligently

Al &S 2F &Yl NI LK 2-¢zZ8Q &Sy
WgARZREY Q NBazfdziazy 2
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Location management market

Real time

Google
Latitude

Verizon Family
Locator

Glympse
Navizo jewranger

TomTom Maverick

|Q Routes
TrackMyJourney

Pocket Life | Foursquare

Low

High

accuracy

Flikr
Photo
georeferencing

Offline

accuracy

OpenStreetMap
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First Location Bank

Username: Password:

First ‘L‘ocation Bank m

@ FLB begins invite-only
beta testing!

Get an invitation to join:

oo oo RN

e

Track your journeys Latest news
’. @ ‘
. \ / Install the app to record tracks into your FLB location 14th february 2011

. account. Tag your tracks as you go and view in your The FLB begins invite-only beta testing as part of the
browser. Monitor battery usage and start/stop tracking. final evaluation of the MetaPos project.

23rd november 2010

CheCk your Iocatlon account The partners in the MetaPos project sign a

. < Review your runs, rides and trips on the map. Monitor your Memorandum of Agreement to create the First Location
movements to simplify your expense claims. Get a hard Bank.

copy record of where you've been.




Locationmahagementoroking

A FLB is your location broker
ANPE o G & = D 09:43

. CO”eCt FLB Depsitor
I Store What are you up to?

i Share as per your instructions B
I Comonetise with user consent?

Keep track of the places
you have been to

Securely. Forever.

data sent a few seconds ago

@ =

Sign up. It takes 30 seconds. Really.




FLB map interface
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FLB location broking

A Collect positioning metadata
I Locate via all streams: GPS, WiFI, CellID
| Calculate accuracy metrics for all streams

A Identify locations
it2aAldAz2ya é2dz KIgS 06SS
I Allows the segmentation of the location stream

A Match locations to places

| Tag your locations
I Auto-check in
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FLB account interface

an Village
1006 m

50005

Account Management Behavioral Statistics Cellphone Battery Monitor

Account
from 03:45, 20th February 2011 to 10:25, 21st February 2011 (1 day, 6 hours, 40 minutes)

[) Date~ Type Location Tag

20th February 2011

[ 11:42 -11:43 Static -

[ 12:40 - 13:21 Static - church x

O 1323 - 13:32 On the move - church x

[ 13:35 - 15:54 Statie - princeregentlunch ®  church x

[ 15:56 - 16:11 On the move - princeregentlunch ¥ church x

O 1612 - 1612 Static - princeregentlunch X  church x

[ 16:16 - 18:52 Static - home X princeregentlunch X church x




FLB power monitoring
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Account Management Behavioral Statistics

Cellphone Battery Monitor

showing charging levels across time




B2C FLB proposition

Value added services

Account services

L

Earn | Place
credit | detection

Data mining

5 O 7T O O

Social media

Track input
(encrypted)

monetisation

AP| €= Developers

Services;
Location sharing
Place detection

Geofencing
Pay Battery monitoring
fee Gaming

Location data
belongs to user

Open Free Safe deposit p I é (;




User testing February 2011

L

52800 - 60600
45500 - 52800
38800 - 45500
32600 - 38800
26900 - 32600
21800 - 26900
17200 - 21800
13200 - 17200
9700 - 13200
6700 - 9700
4300 - 6700
2400 - 4300
1100 - 2400
300 - 1100
0-300 408




Reactions

accurate activities data

easy interesting

tagging




