
Introduction 

Adversarial Models, Threat Definitions 

Anomaly Source Identification 

 The research is focused on datasets and verification, algorithms able to address uncertainty, concept drift, learning, 

multi-modal information, high/low volumes of data, collaboration, knowledge fusion, transfer, co-learning, and the 

countermeasures suitable for various classes of systems including constrained devices. 
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The purpose of this research is to develop methods for detection of abnormal behavior and the actions required 

to minimize system exposure and vulnerability. 
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 Anomaly detection and the countermeasures require: 

 -adversarial models with threat definitions 

 -anomaly detection and classification 

 -anomaly source identification 

 -vulnerability mitigation and threat containment 

 Adversarial models depend on application context 

such as for example anomaly caused by denial of 

service attack or traffic/data properties change due to 

eavesdropping or a man in the middle attack. 
 

 Threat definitions may be pre-provisioned from 

datasets containing attack vectors (patterns, anomalies 

and signatures) or they may also be acquired in real 

time allowing adaptation to system changes. 
 

 Publicly available datasets are often synthetic and not 

always representative of "real” data, suitable for 

benchmarking if in common use but still requiring 

research and validation to address threats. 

Anomaly Detection, and Classification 

 Anomaly as unusual behavior can be detected using 

artificial intelligence (AI). Supervised, semi-supervised, 

and unsupervised methods are used: 
 

-Supervised detection requires labeled abnormal data 

(expensive, inaccurate, usually out of date) 

-Semi-supervised detection uses labeled normal data 

(detects future threats, albeit high false-positive rate 

due to limited resilience to “normal” state drift) 

-Unsupervised detection treats majority as normal 

(not suitable for large scale attacks) 
 

 Shallow and deep AI algorithms require research and 

adaptation for different classes of systems/devices 

including constrained devices. 

 Anomaly source identification depends on a  classifier/ 

predictor and is required for active countermeasures. 

Explainable AI is an active research. For example for 

deep neural networks, one method proposed is layer-wise 

relevance propagation.   
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Vulnerability Mitigation, Threat Containment 

 System architecture plays an important role in  

collaboration, knowledge acquisition and action enforcement. 

Multi-tier systems including constrained devices arranged in 

a hierarchy of intelligent agents, bring benefits for large 

networks in which countermeasures can be triggered locally 

or coordinated from the central entity. 
 

 Depending on threat classification level and anomaly type, 

actions may be active to neutralize, passive to contain and 

monitor or system reconfiguration is triggered. 
  

 Collaboration, knowledge management, distribution and 

uncertainty handling require active research.  
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