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Through wearables, AR, and connected healthcare devices become ubiquitous, people are increasingly reliant on 
nonstop, secure connectivity for health, information, and entertainment. With this great convenience comes 
great risk; some threats are obvious and some quite subtle. In this discussion, we’ll examine the three key links in 
the chain, potential weaknesses and how to secure them:

• Endpoint devices themselves
• The communication network, increasingly 5G

• Back-end cloud services

As these are often provided by different entities, standards and interoperability become important, but each of 
these links is subject to risks and limitations imposed by the other. In this presentation, we’ll discuss the best 
practices for secure design and validation at each step to ensure a trusted and reliable hyper-connected world.

Abstract
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https://iot-analytics.com/number-connected-iot-devices/
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IOT Attacks On The Rise

80% 123% 25% 73%

Healthcare 
Organizations

IOT Attacks in 
Healthcare

Faced an IOT security 
incident in the previous 
18 months

Yearly increase in IoT 
malware attack volume in 
healthcare

Industrial Control 
Systems

Increase in ICS 
vulnerability disclosures 
in 2nd half of 2021

IV Pumps Vulnerable

Most IV pumps have a 
serious cybersecurity 
vulnerability 
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Supply Chain
Most manufacturers use off-the-shelf communication chipsets 
from established vendors
Those chipsets may not be fully tested or have latest firmware

When critical vulnerabilities are discovered, device 
manufacturers must scramble to address flaws and rush 
updates

Brand damage, expensive recalls, compliance risk

Result of inadequate testing
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The WiFi video stream from a popular video 
doorbell can be disabled with a Bluetooth Low 
Energy attack by anyone within radio range. 

Attack crashes the entire communication 
chipset, disabling both BLE and WiFi – killing 
the video stream

Video Doorbell
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IOT Security Assessment in Action

1. Target is a popular video doorbell 
streaming video over WiFi

2. Protocol Fuzzing attack targets the 
built-in Bluetooth Low Energy stack on 
the doorbell

3. Vulnerability is found, disrupting 
communication

4. Attack crashes the entire 
communication chipset, disabling both 
BLE and WiFi – killing the video stream
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Attacking a heart monitor with a Bluetooth 
Low Energy attack by anyone within radio 
range causes it to display an incorrect medical 
diagnosis

ECG Vulnerability
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The Brave New World

UE RAN CORE CDC/Internet

Sample 5G IOT Network Deployment

Open Fronthaul Backhaul

DC

Expanded Attack Surface Complex Supply Chain Critical Applications & 
Services Slicing & Virtualization
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So What’s the Solution?
Understand Security in YOUR Environment



Thank you


