
1

Securing tomorrow’s data 
using QKD

Quantum Information Group

Toshiba Research Europe Ltd
208 Cambridge Science Park, Milton Road, Cambridge, UK

Zhiliang Yuan



2

Ohio 2013-6

Proposed 650 km

Ohio-Washington link

Tokyo QKD Network 2011-6

Metro QKD network 

co-ordinated by NICT (*)

Beijing-Shanghai

2000 km link ($100M) from 

Beijing to Shanghai, ~50 node 

networks in Jinan and Hefei Durban

Madrid Geneva

Calgary Waterloo

SECOQC 

ConsortiumBoston

CQC2T

Paris

South Korea

Proposed network

Nature 508, 441 (2014)
UK Quantum Network 

(2014-9)

Part of £270M Quantum 

Technologies Initiative

(*) Talk by K. Tamaki @ http://tv.uvigo.es/es/serial/2302.html

http://tv.uvigo.es/es/serial/2302.html
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ETSI ISG-QKD Group

Work areas:

• Characterisation of quantum optical 

components and QKD modules

• Implementation security

• Deployment, interoperability etc.

National Metrology Institutes:

• Optical metrology for quantum-

enhanced secure telecommunication

• Characterising side-channel attacks 

and counter-measures

• Metrology of components

Why?

• Interoperability of systems from 

different manufacturers

• Integration into ordinary telecom 

networks

• Stimulate application development 

on common interfaces

• Stimulate a component supply 

chain for Quantum Technologies

• Security assurance

• Ensure that QKD is 

implemented securely

• ISG-QKD established in 2008

• Membership comprises large industry, telecom 

operators, SMEs, NMIs, government labs, universities

• Published Group Specification documents:

Components and Internal Interfaces, Security Proofs, QKD Module 

specification, Application Interfaces, QKD Use Cases

http://www.etsi.org/technologies-

clusters/technologies/quantum-key-distribution
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• Introduction to QKD

• GHz QKD Cryptosystem

• QKD in Telecom Networks

• Novel Phase Modulation Technology

Overview
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Quantum Key Distribution (QKD)

 Not vulnerable to future advances in Computing, Maths or Engineering

 Each individual key can be guaranteed secret 

(without any assumptions about Eve’s resources)

 Frequent key refresh & simplified key management

Features

Main Office Sub Office

fibre

digital key encoded 

on single photons

1      0     1     0     0      1     1      0     1

guarantee 

of secrecy

 Encryption keys formed with transmission of single photons
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 Alice encodes each bit in one of two non-orthogonal bases 

- choice is random for each bit

Bit =1

0o

Bit =0

90o

Bit =1

-45o

Bit =0

+45o

Rectilinear basis Diagonal basis 

Encoding Quantum Bits
‘Four state protocol’, Bennett and Brassard, 1984

 for each clock cycle Alice sets both bit value and basis

0       1      0      1      0       0      1      1      0bit value

basis
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Quantum Bit Measurement

 Bob makes random choice of measurement basis for each bit

If A&B use deterministic

same bases result 

Alice Bob

meas=1 

100% 

prob.                             

send=1

1

If A&B use probabilistic

different bases                  result

Alice Bob

meas=1 

50% prob.send=1

1 meas=0 

50% prob

 After measurements, Alice and Bob compare bases (not bit values!)

They keep bit only if :-

 they have used the same basis

 Bob has detected photon

A&B form shared bit sequence
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Detection of Eavesdropping

Bob and Alice compare a small part of their key 

(errors in key = Eve may be present)

High error rate indicates presence of eavesdropper

1

Eve

Eve’s measurement 

has changed state

result=1 50%

Eavesdropper causes errors

Bob sometimes 

finds wrong 

result

result=0 50%

1

Alice

Bob

meas=1 

100% 

probability                              

and post-select only those results for which they use same basis 

bit=1

Alice and Bob compare bases after Bob’s measurement

error rate = 0                              
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Imperfections (noise etc) of a real system also cause errors, 

which are indistinguishable from those due to Eve

Error Processing
excluding any info. (potentially) known to Eve 

‘Privacy amplification’ can be used to exclude any information potentially

known to Eve due to finite error rate (Bennet, Brassard, Crepeau, Maurer, 

IEEE Trans Inf Theory 41, 1915 (95))

Final key rate after error correction and 

privacy amplification:

RSecure=qRRaw{1-[1+f(e)]h(e)}

q: protocol efficiency, h(e): Shannon 

entropy, f(e) error correction efficiency
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Bit Error Rate

Bit error rate must be smaller than a 

threshold  for secret distillation!
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GHz QKD Cryptosystem

Features

 1GHz clock rate

 Key exchange rate  

(>1Mb/s@50km) 

 Over 150 km (30 dB)

 Rigorous security proof

 Operable over single fibre

 Room-temperature operation 

Underlying technologies

 Fast self-differencing detectors 

 Active stabilization technology

 Detector noise resilient

 Efficient decoy-state BB84 protocol

 Fast privacy amplification routine

 Phase modulation technology
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 High count rate (500Mcounts/s) and efficiency (up to 55%) enable highest 
secure key rate

 Operable at room-temperature 

 Intrinsic noise rejection (10 dB) by fast gating

Comandar et al,  J. Appl. Phys. 117, 083109 (2015)

 Compact semiconductor avalanche 
photodiodes (APDs)

Self-differencing Detectors
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Active Stablisation

Dixon et al,  Opt. Express 23, 7583 (2015)

encoded 

photons

Fibre based Mach-Zehnder interferometer for phase encoding 

Drift in interferometer length and polarisaton  Instability

Introduce active feedback system

Free-drifting Actively Stabilised



14

Installed QKD system in JGN-X fibre network
Fibre link 45km with attenuation = 0.32 dB/km

50% of the fibre are aerial lines → subjected to weather conditions

Continuous operation > 67 days, a total of 1.33 Terabits exchanged
System kept operating despite a series of weather depressions
Secure bit rate ~ 210kbps

Map Imagery ©2014 TerraMetrics, Map data ©2014 Google, ZENRIN 

Dixon et al, QCrypt 2016

Field Trials
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QKD on Dark Fibre
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Integration into telecom networks

quantum

» Dark fibre is expensive and not always available 

» Telecom networks already populated with intense data signal, typically 107

- 108 times stronger than QKD signal

» Inelastic scattering of data signals (Raman scattering) may swamp quantum 

signals
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reduces scattered light by factor of 10000! 

QKD is possible after wavelength/temporal filtering.

Raman noise suppression

W
a
v
e
le

n
g
th

time

1 Filter in wavelength

2  Filter in time 

Patel et al,  PRX 2, 041010 (2012); APL 104, 051123 (2014)

44.0
2ln2



 t

3  Reducing data laser power 

Time-bandwidth limit:
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UK Quantum Network 

Metro AccessLong-Haulbackbone metro access

NPL

Cambridge

Bristol
UCL

London

Southampton

Reading

BT

CRL

Long-Term Test in UK 

Quantum Network

Develop QKD technology for different network segments (backbone, metro, access)

Extend single link to > 200km 

(x2 current) sufficient for nearly 

all links in UK and develop 

trusted relay technology for 

arbitrary distance technology.  

Demonstrate Cambridge 

Quantum Network with four 

nodes.

Develop portable 

endpoint QAN for 

large scale network.
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Cambridge Metro Network

TREL

New 

Museums

CAPE

Engineering

• Five metro links

• Can be reconfigured into a 

ring or star network

• Measured QKD performance 

over 2x loopbacks between 

CRL and CAPE

2
1
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Single fibre QKD systems

QKD transmitter

QKD receiver

Optical Fibre

Five single fibre QKD systems for Cambridge Metro Network 

1Gb/s clock rates with > Mbps secure bit rates over 10dB loss

Key failure probability < 10-10

Single fibre operation allows other data traffic to be seamlessly 

integrated onto the same fibre

Additional data traffic

Additional data traffic

Additional data traffic

Additional data traffic

Additional data traffic

Additional data traffic
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Current Cambridge Metro Network QKD Performance

CRL-CAPE-CRL link 2

Fibre distance = 31km (loss ≡ 9.3dB).

Secure bit rate = 1.23Mbps 

QBER = 3.33%

Fibre distance = 21km (loss ≡ 8.3dB )

Secure bit rate = 1.73Mbps

QBER = 2.62%

CRL-CAPE-CRL link 1

Indicates promising network QKD performance with > Mbps rates
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Network Quantum Link Encryption

Experiments to test QKD multiplexed with ultra high (> 100Gb/s) data transmission

Use a DP-QPSK coherent transport solution with enhanced error correction

Transmit QKD and data using different wavelengths

Use QKD to refresh high speed encryption key

J. F. Dynes et al, submitted (2016)
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QKD & 200Gb/s data for fibres up to 100km

DWDM filter

25GHz filter

J. F. Dynes et al, submitted (2016)

Secure bit rate at short distances: 1.9 Mb/s with data = 200 Gb/s @ 36km

Single fibre quantum comms. – Distance dependence
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Quantum Access Network

OLT: Optical line terminal (node)  ONU: Optical network unit (user endpoint)

QAN: Quantum Access Network

Quantum Access Network (QAN) to create large-

scale QKD networks.
Multiple users share connect to common network node

Share cost of fibre and QKD hardware

Nature 501, 69 (2013)

1310nm

Experimental Set-Up

Combine QKD with Gb/s Access Network signals.

Combine 128-user QAN with Gigabit Data Network

1550nm
Quantum keys

Upstream data (1Gb/s)
1310nm

Downstream data (1Gb/s)

1490nm

best results using dual feeder fibre.

1550nm

Results
QKD operating with fully functional Gb/s network.

Connect up to 128 users to single network node. 

Sci. Rep. 5, 18121 (2015)
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 Photonic integration helps shrink the optics size but it alone 
cannot reduce RF driving voltages

 Innovation is required to remove the need for RF amplifiers

Current Phase Modulation Technology

𝜙
gain-switched 
pulsed laser

𝜙

CW 
laser

𝐼

Discrete Phase Distributed Phase

 Incompatibility between protocols 
 Cumbersome structure 
 Require external LiNbO3

modulator(s)
 Require RF amplifier(s) to drive 

LiNbO3 Modulator
V: 5.5V (Thorlabs)
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Direct phase modulation technology

4

 Halfwave voltage: 0.35V. 

– Compatible with CMOS

– Removes the need for RF 
amplifiers

 Direct modulation of laser diodes 
(DML) is attractive 
 Simplicity
 low drive voltage

 Primarily used for intensity 
modulation

 Unable to produce pure phases

 Solution: coherence injection

Yuan et al, Phys. Rev. X 6, 031044 (2016)
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Conclusion

GHz QKD System
Self-differencing detectors  
Active stabilisation technology 
Coexistence of QKD and data over same fibre  
1 Mbit/s key rate @ 50 km

UK QKD Network
QKD for different network segments
Cambridge Metro Network
128-user Access Network demonstrated in Lab

Direct Phase Modulation Technology 
Remove the need for external phase modulators  
Low halfwave voltage (0.35V) – CMOS compatible 
Compatible with all major QKD protocols 
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